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On November 21, 2016, the Federal Insurance Office released 
its Report on the Protection of Consumers and Access to 
Insurance, addressing for the first time key issues at the 
intersection of data privacy and cybersecurity in the insurance 
regulatory framework. The Dodd-Frank Wall Street Reform and 
Consumer Protection Act of 2010 created the Federal Insurance 
Office within the US Treasury Department and authorized it to 
monitor all aspects of the insurance industry, including the 
extent to which traditionally underserved communities have 
access to affordable insurance products (other than health 
insurance). This article focuses on the report’s treatment of 
consumer protection concerns raised by the insurance 
industry’s use of Big Data, and the threat to consumer  
privacy posed by data breaches.

The commercial use of Big Data, coupled with requirements  
to safeguard the privacy of data, creates a complex regulatory 
frontier. This is particularly so in the insurance sector, where an 
insurance company’s use of consumer data is often subject to 
the overlapping jurisdiction of state, federal, and international 
regulators.

By way of background, in the United States, the safety and 
soundness of the insurance industry is traditionally and primarily 
regulated by the states under the McCarran-Ferguson Act, a 
federal law passed in 1945 that gives primacy to the states in 
regulating the “business of insurance.” The creation of the 
Federal Insurance Office and other Dodd-Frank measures, 
however, represents a significant foray by the federal 
government into insurance regulation. Further, at the 
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international level, the Financial Stability Board and the 
International Association of Insurance Supervisors are setting 
standards for global systemically important insurers (G-SIIs) to 
promote the stability of the global financial system. The Federal 
Insurance Office also has recently interfaced with EU insurance 
regulators, reaching a controversial agreement to ease collateral 
requirements for reinsurance transactions involving EU-based 
insurers operating in the United States.

At the state level, insurers and their service providers are subject 
to an array of data privacy laws modeled after the federal Gramm- 
Leach-Bliley Act, data breach notification requirements, and 

state unfair trade practices act (Mini-FTC Acts). These laws are 
enforced by state insurance and other state regulators. Insurers 
also may need to navigate federal data sharing and privacy 
requirements, including those of the Fair Credit Reporting Act 
and the Health Insurance Portability and Accountability Act. 
Internationally, access to new sources of consumer data, and 
the exchange of such data between US- and EU-based entities, 
will in some cases depend on compliance with the EU’s new 
General Data Protection Regulation, and the Privacy Shield, a 
voluntary framework that allows for exchanges of personal  
data between the EU and US.

In the midst of this complex regulatory ecosystem, the  
Federal Insurance Office’s report focuses on the gaps and 
inconsistencies in the state insurance regulatory system, 
identifies their potential impacts on consumer protection,  
and recommends a path forward.

“The commercial use of ‘Big Data,’ 
coupled with requirements to safeguard 
the privacy of data, creates a complex 
regulatory frontier.”
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Big Data and Consumer 
Protection
The Federal Insurance Office report identifies Big Data as  
the gathering and use of “large volumes of data, often from 
multiple sources, [to] produce new kinds of observations, 
measurements, and predictions.” The various kinds of data 
collected by insurers and their service providers include GPS 
information from mobile phones, inputs from social media  
and web usage, existing government and consumer databases, 
and data flowing from the ever-expanding internet of things.

While acknowledging the potential for Big Data to benefit both 
insurers and consumers, the Federal Insurance Office emphasizes 
a number of potential risks to consumers, particularly in the area 
of underwriting (i.e., determining whether to issue a policy and, if 
so, at what price). Big Data allows insurers to increase the number 
of variables and data points used to assign consumers to rating 
tiers, which are then used to determine the cost and amount of 
coverage the insurer will provide. 

First, the report points to the risk of “unlawful discrimination” 
associated with certain uses of Big Data in insurance. The 
Federal Insurance Office notes that Big Data is being used to 
create finely tuned risk assessments (e.g., by using real-time 
GPS information from cars along with reputational data from 
social media sites to populate algorithms used to price car 
insurance). That use carries with it a risk of market segmentation 
that could closely correlate to protected classes like race, 
gender, ethnicity, or religion.

Second, the report criticizes the practice of “price optimization,” 
whereby Big Data is used to predict a consumer’s tolerance for 
changes to premium price that do not reflect a corresponding 
change in the consumer’s risk profile. The report notes that 14 
states and the District of Columbia have already prohibited or 
restricted the practice of price optimization because the 
practice could result in customers with otherwise identical  
risk profiles paying different prices for the same coverage.

Finally, and perhaps most significantly, the Federal Insurance 
Office expresses concern about insurers’ increased use of  
data brokers and other third-party vendors to assist in the 
collection and analysis of consumer data and in the 
development of consumer scores based on that data. When 
data brokers furnish insurers with pricing models based on 
proprietary software, information and analytical methods, the 
report notes they have “a direct effect on the affordability and 
accessibility of insurance to a consumer, [but are] themselves 
outside the scope of supervision by state insurance regulators.” 

“The Federal Insurance Office report is 
the latest addition to a growing chorus 
of state, federal, and international 
regulators voicing concern over Big 
Data and data protection issues.”
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Big Data vendors’ lack of transparency along with the limited 
authority of state insurance regulators over insurers’ use of Big 
Data are noted in the report as areas of particular concern.

In response to these concerns, the Federal Insurance Office 
urges state insurance regulators to examine the “increasing 
prevalence of big data and verify that the criteria and 
methodologies used by insurers and third-party vendors”  
do not violate well-established standards against unlawful 
discrimination. It describes the fact that state regulators have 
only rarely asserted authority over third-party vendors, like data 
brokers, as a “failure” resulting in “a significant regulatory gap” 
that could harm consumers.

Cybersecurity and Consumer 
Protection
Focusing on the fact that insurers and their third-party vendors 
routinely gather and store sensitive non-public data on 
consumers, including personally identifiable information and 
protected health information, the Federal Insurance Office 
identifies the potential for data breaches as a “significant 
concern” for insurers. Identifying the recent breaches at Anthem 
Blue Cross Blue Shield and Premera Blue Cross as examples of 
the dire consequences that can arise from data breaches, the 
office urges insurers to “do everything reasonable to protect 
against cyber risk and data breaches.”

In particular, the Federal Insurance Office suggests that insurers 
adopt “baseline protections” for their information systems, 
including limiting access to information technology to 
authorized users, coordinating data breach responses with law 
enforcement agencies, and adopting cybersecurity standards 
for the use of third-party vendors. The report also encourages 
state insurance regulators to develop more robust cybersecurity 
standards, including more frequent cybersecurity examinations.

The Federal Insurance Office report is the latest addition to a 
growing chorus of state, federal, and international regulators 
voicing concern over Big Data and data protection issues.  
At the state level, the National Association of Insurance 
Commissioners is actively involved in both issues through its  
Big Data (D) Working Group and its Cybersecurity (EX) Task 
Force. The New York Department of Financial Services is leading 
the way by adopting heightened cybersecurity standards for 
financial services companies and their service providers under 
its jurisdiction, including insurers. At the federal level, the Federal 
Reserve, the Federal Deposit Insurance Corporation, and the 
Office of Comptroller of the Currency have released a joint 
Advanced Notice of Proposed Rulemaking proposing 
unprecedented cybersecurity standards for banking and  
certain other financial institutions (including insurance 
companies designated as systemically important financial 
institutions (SIFIs), with an eye toward mitigating systemic  
risk. Finally, on the international stage, the EU is moving  
forward with implementing its strong General Data Protection 
Regulation protocols, which will apply to most multinational 
insurance companies by May 2018. 

As the uses of Big Data multiply, and the threat environment for 
cyber-attacks continues to intensify, we expect new regulatory 
requirements to continue to spring forward at the state, federal, 
and international level. The insurance industry and third-party 
service providers should monitor how the global regulatory 
landscape evolves and adjust their privacy and data collection 
and use protections and practices accordingly.
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