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Addressing V2V Data Privacy Concerns In New NHTSA Rules 

Law360, New York (March 2, 2017, 11:41 AM EST) -- The National Highway 
Traffic Safety Administration recently issued a notice of proposed 
rulemaking[1] that would require vehicle-to-vehicle (V2V) communications 
capabilities in all new light vehicles starting two model years after the final 
rule is adopted. If adopted, this rule would enable cars to generate and 
receive an enormous amount of data from and about every new car on the 
road. 
 
The data privacy and cybersecurity risks associated with V2V have been 
central issues for the NHTSA throughout the rulemaking process. This 
article will survey some of the measures the NHTSA is proposing be taken 
to manage these risks, and will highlight a major unresolved privacy 
question raised by V2V: How will the collection, sharing, and use of 
information broadcast by V2V systems be regulated in our increasingly 
“connected” environment? 
 
V2V Background: AI and Autonomous Vehicles 
 
Widespread adoption and integration of autonomous vehicles (i.e., self-
driving cars) into everyday life is on the horizon. And, while V2V technology 
can be integrated into systems designed to assist human drivers (e.g., by 
warning human drivers when cars ahead suddenly brake), the true promise 
of V2V is its ability to furnish a more robust information environment in 
which autonomous vehicles will operate. 
 
Self-driving cars are essentially “supercomputers on wheels.”[2] And, in 
order for these supercomputers to be safe, efficient drivers, they must 
“train” on vast sets of data that are run through machine-learning 
algorithms.[3] With access to larger and more robust data sets (i.e., big 
data), autonomous cars can continuously improve their performance with 
minimal human intervention. Instead of programming and updating a fixed 
set of rules to cover every possible scenario a vehicle might encounter on 
the road, machine-learning algorithms ask the car to “watch and learn” 
based on what human drivers do. Limiting the data available to a self-
driving car to those generated by traditional sensors (cameras, radar, light 
detection and ranging (LIDAR), GPS) would limit the car’s ability to make 
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decisions, get feedback and improve its performance. 
 
However, V2V technology introduces a new way for smart cars to receive and analyze information about 
other V2V-equipped vehicles, potentially allowing every car on the road to broadcast and receive 
information about vehicle position, direction of travel, speed, braking and other telematics information. 
This wealth of information could work in tandem with autonomous vehicles’ artificial intelligence systems, 
allowing them to see around corners, over hills and through other vehicles to help avoid collisions. V2V 
could also provide information about traffic density, speed and braking patterns to inform more efficient 
traffic routes. In short, the more information these “supercomputers on wheels” can access and process, 
the better drivers they will be. 
 
V2V adoption promises substantial safety and efficiency benefits; however, it also entails serious 
cybersecurity and privacy risks. If, as proposed by the NHTSA rule, the technology is made mandatory for 
new light vehicles, these risks could be widespread. 
 
Cybersecurity Risks 
 
From a cybersecurity perspective, V2V creates a new “attack surface”[4] through which hackers could 
attempt to introduce “malware” into a car’s computer systems. Once unleashed, malware could do 
everything from steal information integrated with vehicle systems (which may include payment 
information[5] and anything linked with an individual’s phone[6] or other connected devices), to affecting 
the operation of the car’s control systems.[7] 
 
Further, V2V could be susceptible to cyberattacks targeting other car systems. For example, if a hacker 
compromised a car’s onboard GPS system, the GPS could be directed to feed incorrect information to the 
V2V system, leading to the transmission of faulty information to other vehicles. 
 
To respond to these safety risks, the NHTSA has proposed a number of strategies for automakers to use 
while developing and implementing V2V. 
 
The first recognizes that even the best security systems have vulnerabilities. As a result, successful 
cyberattacks should be planned for. Rapid recovery after an incident, along with fast adaptation to 
changing cyberthreats through effective information sharing among regulators and industry, are both 
goals articulated by the proposed rule. 
 
A second strategy recognizes the necessity of holistic thinking about security at the design level: all 
interfaces between a vehicle’s electronic architecture and the exterior world should constantly be 
assessed for cybersecurity vulnerabilities. That means considering V2V security in conjunction with other 
systems in the car, including Wi-Fi, cellular and GPS. Further, these risks should be evaluated at every 
point in the car’s lifecycle, from manufacture to the time a car might be modified, transferred or sold for 
scrap. Security measures should protect an individual’s personal information even after the car is sold or 
ends up in the junkyard. 
 
The NHTSA has also proposed specific design requirements for V2V systems that would “harden” them 
against cyberattacks. These include sophisticated message authentication protocols (such that faulty or 
fraudulent messages would be rejected), a reporting mechanism for “misbehaving” systems, and limiting 
the content of messages sent and received by V2V systems to a “basic safety message” (BSM) that would 
be difficult to slip malware into. Further, NHTSA has proposed hardware security measures that would 
prevent physical tampering with the system. 



 

 

 
While recognizing that the elimination of all cybersecurity risks is impossible, the NHTSA has devoted 
considerable effort to designing strong standards intended to control those risks. 
 
Privacy Risks 
 
As discussed above, modern cars are essentially moving supercomputers. But these supercomputers are 
not just powering driverless transportation — they are also transforming cars into information “hubs” 
with drivers/passengers at the center. Progressing hand-in-hand with autonomous driving capabilities, 
smart cars are poised to join smartphones, laptops, tablets and wearables as an integral part of the 
“internet of things” permeating “connected” life. 
 
Beyond simply getting us from point A to point B, modern cars are also collecting vast amounts of 
information about their passengers, and the activity of the car[8]: event data recorders collect 
information about the state of the vehicle immediately before, during and after collisions; OBD-II ports 
allow computers to interface with cars to collect diagnostic information; newer OBD-II “dongles” can be 
installed to collect real-time information about the operation of a vehicle for use by third parties, 
including insurance companies, telecommunications companies and data brokers; on-board navigation 
systems collect information about location, destination, route and speed; sensors (cameras, infrared 
sensors and LIDAR) collect information about a car’s surroundings; and in-cabin information may be 
accessible through microphones, cameras and pressure sensors. 
 
The trove of information generated by a smart car with the capabilities described above raises questions 
about the degree to which such cars will create unintended privacy risks to passengers hoping to control 
how their personal information flows. Adding a V2V system to a car — which, under the NHTSA proposal, 
would transmit 10 messages per second — could further increase potential privacy risks. 
 
The central strategy that NHTSA has proposed to control V2V’s privacy risks is anonymization. The basic 
idea behind anonymization is that a person’s privacy is protected when the information generated by V2V 
is not linked to a particular person. As such, V2V transmissions will not include information that directly 
identifies a vehicle or its operator, or that is “reasonably linkable” to a specific vehicle or person. 
The NHTSA defines “reasonably linkable” as “capable of being used to connect V2V messages to a specific 
person on a persistent basis without unreasonable cost or effort, either in real time or retrospectively, 
given the available data sources.”[9] Therefore, the information broadcast by V2V messages should 
appear to listeners as being transmitted only by an anonymous nearby car, and not by any particular 
individual’s car. As further precautions, the broadcast range of V2V systems will typically be limited to 300 
meters, and BSMs will not be collected or stored. 
 
The “reasonably linkable” privacy standard is common in the federal regulatory framework. For example, 
the Federal Communications Commission’s privacy rule for broadband internet access providers[10] 
defined it as information that could “reasonably be used on its own, in context or in combination to 
identify an individual or device, or to logically associate with other information about a specific individual 
or device.” Many other federal agencies also use a “reasonably linkable” standard, as did a discussion 
draft of the Obama administration’s Consumer Privacy Bill of Rights Act. 
 
Nonetheless, BSMs will be unencrypted, and there is no technical barrier preventing external devices from 
capturing and storing data transmitted by V2V systems. Therefore, several potentially serious privacy risks 
remain. 
 



 

 

First, the NHTSA does not have the jurisdictional authority to regulate the collection, sharing and use by 
third parties of V2V broadcast information. The proposed rule is specific on this point: “NHTSA does not 
regulate the collection or use of V2V communications or data” beyond the V2V system, and “other 
individuals and entities may ... collect and aggregate V2V transmissions and use them for any purpose.” 
Even though V2V systems do not themselves collect and store V2V broadcast information, third parties 
might well choose to collect, store and analyze such information. 
 
Second, the fact that unencrypted V2V transmissions can be collected, aggregated and analyzed by third 
parties undercuts the purportedly “anonymous” nature of BSMs, calling into question when V2V data is 
“reasonably linkable” to a particular car, and, in turn, to its passengers. The NHTSA is aware of these risks, 
and has acknowledged not only that it is possible for V2V broadcasts to be identified with a particular car, 
but that there is a “high” likelihood that even nongovernment organizations (such as businesses or 
research institutions) will have the capability to conduct “reliable profiling over area and time” based on 
BSMs.[11] This could result in identification, surveillance and data aggregation targeting particular cars 
and their occupants. Even when identification is not achieved by BSM data alone, combining BSM data 
with another easily acquired data point, like a license plate number, may significantly increase chances of 
identification. 
 
The consequences of such an identification could be significant, from the perspectives of both consumer 
protection and Fourth Amendment constitutional law principles. 
 
From a consumer protection perspective, some of the telematics information currently collected from 
OBD-II dongles on a consumer-consent basis may now become available by broadcast from V2V systems. 
Third parties may be interested in collecting, analyzing and reidentifying V2V broadcasts to create profiles 
for individuals that could be used for commercial purposes, subject to our nation’s “sectoral” patchwork 
of federal and state privacy laws, including the Fair Credit Reporting Act. 
 
From a constitutional law perspective, V2V technology may broaden law enforcement’s ability to “search 
and seize” vehicle data without first needing to obtain a warrant. In United States v. Jones, the U.S. 
Supreme Court held that attaching a GPS device to a vehicle to track its movements constituted a search 
under the Fourth Amendment.[12] However, that holding turned on the “physical” nature of the 
intrusion: by attaching a GPS tracker to a car, the government had “physically occupied private property 
for the purpose of obtaining information,” which, without a warrant, was unconstitutional. Query 
whether, under the Jones holding, law enforcement collection of V2V data would constitute a search 
requiring a warrant. Since V2V technology actively broadcasts information about a vehicle over a 300-
meter radius, the capture of this information by law enforcement arguably does not involve a physical 
intrusion on a target vehicle.[13] 
 
Conclusion 
 
V2V technology, and the NHTSA’s proposed regulation of it, is a microcosm not only of the challenges 
facing autonomous vehicle technology, but also of the general security and privacy issues raised by 
integrating technology into the evolving norms of “connected” society. As our technological capabilities 
increase, and the conveniences it affords multiply, it is likely that, intentionally or otherwise, individuals 
will increasingly cede control of their personal information and decision-making to AI systems, in 
transportation and beyond. 
 
Keeping attuned to the collective normative and legal structures that are evolving to address the cyber 
liability and the privacy challenges posed by these innovations will be a continuing challenge for 



 

 

businesses (and lawyers) seeking to develop, deploy and share these technologies. 
 
—By Mary Jane Wilson-Bilik, Tony Ficarrotta and Trevor J. Satnick, Eversheds Sutherland (US) LLP 
 
MJ Wilson-Bilik is a partner in Eversheds Sutherland's Washington, D.C., office. Tony Ficarrotta is an 
associate in the firm’s Washington, D.C., office. Trevor Satnick is a data privacy and security consultant in 
the firm’s New York office. 
 
The opinions expressed are those of the author(s) and do not necessarily reflect the views of the firm, its 
clients, or Portfolio Media Inc., or any of its or their respective affiliates. This article is for general 
information purposes and is not intended to be and should not be taken as legal advice. 
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