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Toward A Culture Of Continuous Cybersecurity 

By Michael Bahar and Brian Rubin 

Law360, New York (August 10, 2017, 11:19 AM EDT) - The U.S. Securities and 
Exchange Commission’s Office of Compliance Inspections and Examinations this 
week posted a risk alert highlighting the results of its Cybersecurity 2 Initiative, 
which reveals a critical cybersecurity truth: effective cybersecurity is not a matter 
of one-and-done, but rather a senior-management-led cultural shift toward a 
holistic, proactive, risk-based and well-practiced cyber strategy. 
 
Significant Progress 
 
The good news is that of the 75 examined firms, including broker-dealers, 
investment advisers and investment companies (“funds”), OCIE found increased 
cybersecurity preparedness since its 2014 Cybersecurity 1 Initiative. Some 
highlights include: 

 All broker-dealers, all funds and nearly all advisers maintained 
cybersecurity-related written policies. 
  

 Nearly all broker-dealers and the vast majority of advisers and funds 
conducted periodic risk assessments. 
  

 Nearly all firms’ policies and procedures addressed cyber-related business 
continuity planning and Regulation S-P. 
  

 Nearly all broker-dealers and almost half of advisers now conduct 
penetration tests and vulnerability scans on systems that the firms considered to be critical. 
  

 Almost all firms either conducted vendor risk assessments or required that vendors provide the 
firms with risk management and performance reports and security reviews or certification 
reports. 

 
Areas for Improvement 
 
OCIE did find areas in which compliance and oversight could be improved. 
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Failure to Update Cybersecurity Programs 
 
While companies are doing more to set up their cybersecurity programs, OCIE found that they are not 
doing enough to maintain and update their programs in light of the evolving cyberthreat. For example, 
OCIE found that nearly all of the firms had plans for addressing access incidents. In addition, the vast 
majority of firms had plans for denial-of-service incidents and unauthorized intrusions. However, while 
the vast majority of broker-dealers maintained plans for data breach incidents and most had plans for 
notifying customers of material events, “less than two-thirds of the advisers and funds appeared to 
maintain such plans.” 
 
This statistic for advisers and funds is concerning because of how rapidly the threat changes. For 
example, recent attacks such as WannaCry indicate the growing ransomware threat, which has different 
prevention and response implications than a denial-of-service attack or data breach does. Failure to 
maintain and update those plans could leave a company without the necessary preplanned responses to 
respond quickly and to mitigate the damage, including before plaintiffs and regulators can assert their 
“interests” in what happened. 
 
In addition, while OCIE found all broker-dealers and nearly all advisers and funds had a process in place 
for ensuring regular system maintenance, including the installation of software patches to address 
security vulnerabilities, “a few of the firms had a significant number of system patches that, according to 
the firms, included critical security updates that had not yet been installed.” 
 
Looking to WannaCry again reveals the dangers inherent in a program that does not systematically and 
safely install patches. In that instance, a patch was issued in March 2017, two months before WannaCry 
infected those companies that did not install it. 
 
Lack of Periodic Employee Training 
 
Consistent and periodic employee training is also a core feature of any sound cyber strategy, which 
makes OCIE’s finding troubling that when firms had written requirements for all employees to complete 
cybersecurity awareness training, they “did not appear to ensure this occurred,” nor did they “take 
action concerning employees who did not complete the required training.” The single largest attack 
surface for successful cyberattacks is people. Those consistently trained stand a better chance of 
avoiding clicking on suspicious links, inserting unauthorized removable media into networks, or spotting 
the signs of an insider threat. 
 
Standout Firms and Best Practices 
 
OCIE did find a few standout companies in its review and included in its risk alert some of their best 
practices, many of which emphasize the value of a holistic, proactive, risk-based and well-practiced (and 
updated) cyber strategy. These elements include: 

 maintenance of an inventory of data, information and vendors; 
 detailed cybersecurity-related instructions; 
 maintenance of prescriptive schedules and processes for testing data integrity and 

vulnerabilities; 
 established and enforced controls to access data and systems; 
 mandatory employee training; and 



 

 

 perhaps most importantly, an engaged senior management. 

 
Regulatory and Litigation Risks 
 
As OCIE reminds us, cybersecurity remains one of the top compliance risks for financial firms, including 
registered insurance separate accounts, and OCIE — indeed the SEC writ large — will continue to focus 
on the prevention of cyberattacks. 
 
When prevention fails and cyberattacks are successful, the SEC (and plaintiffs) will likely come down 
hard and swiftly on firms. In June 2016, for example, the SEC levied a $1 million penalty on a large, 
dually registered broker-dealer/investment adviser for failing to have written policies and procedures 
designed to protect consumer information. In this instance, an employee transferred 730,000 customer 
accounts to his personal server, which was then hacked. There was no evidence that the information 
was actually sold and the company provided prompt notice and protections to affected customers. In 
other words, as we have pointed out elsewhere in these pages, the SEC appears to be taking a strict 
liability approach to prevention,[1] and companies need to disabuse themselves of any “no harm, no 
foul” notion in light of this regulatory focus on prevention.[2] 
 
Similarly, those who are directly responsible for cybersecurity programs, such as chief information 
security officers and, possibly, chief compliance officers, may find themselves having to defend their 
conduct to regulators. 
 
Additionally, because courts will increasingly look to regulatory standards to help determine the 
applicable standard of care in breach cases, keeping in good stead with the regulators may very well 
help companies in civil litigation as well. This also extends to individuals as scrutiny over the actions of 
officers and directors increases, particularly when breaches result from seriously infirm cyber programs 
and policies. At the same time, active board involvement, while already being “an essential effective 
practice to address cybersecurity threats,”[3] may prove very beneficial in post-data-breach litigation. At 
least one court, for example, has relied on a board’s active engagement in cyber issues to dismiss a 
derivative action arising out of a cyberattack.[4] 
 
Culture of Continuous Cybersecurity 
 
Ultimately, as this risk alert shows, it is not enough just to set up a program and plug existing leaks. The 
ever-evolving cyberthreats and the emerging regulatory standards require a shift toward a senior-
management-led culture of continuous cybersecurity. 
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information purposes and is not intended to be and should not be taken as legal advice. 
 
[1] https://www.law360.com/articles/817754/sec-s-cybersecurity-playbook 
 
[2] https://www.law360.com/articles/939663/a-regulatory-bellwether-forecasting-cyber-breach-
litigation 
 
[3] FINRA, Report on Cybersecurity Practices at 6 (February 2015), available 
at https://www.finra.org/sites/default/files/p602363%20Report%20on%20Cybersecurity%20Practices_0
.pdf. 
 
[4] See Palkon v. Holmes, No. 2:14-CV-01234, 2014 WL 5341880 (D.N.J. Oct. 20, 2014). 
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