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Abstract
Purpose – To analyze FINRA’s 2016 sanctions and cases, the issues that resulted in the most
significant fines, emerging enforcement trends, and make predictions about key issues for FINRA for
2017 and beyond.
Design/methodology/approach – Discusses the sanctions and disciplinary actions in 2016 and prior
years; details the top 2016 enforcement issues measured by total fines assessed, including anti-money
laundering, variable annuities, trade reporting, books and records, and unregistered securities;
explains current enforcement trends, including fines of $1 million or more, sanctions against compliance
officers, and suitability cases; and analyzes three enforcement topics that will likely continue to receive
heightened attention from FINRA in 2017 and beyond: restitution, cybersecurity, and senior investors.
Findings – The fines ordered by FINRA in 2016 reached an all-time high while the amount of restitution
ordered and the number of disciplinary actions remained on par with prior years.
Practical implications – Firms and their representatives should heed the trends in both the substantial
fines FINRA is ordering and the related enforcement issues in the cases FINRA has brought.
Originality/value – Expert analysis and guidance from experienced securities enforcement lawyers.

Keywords Financial Industry Regulatory Authority (FINRA), Enforcement, Sanctions, Fines,
Disciplinary action, Restitution
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I
n 2016, the Financial Industry Regulatory Authority (FINRA) fined firms and individuals
$176 million, shattering the previous record set in 2014. Combined with nearly $28
million in restitution, the total sanctions ordered by FINRA in 2016 were an all-time

high. This article analyzes FINRA’s 2016 sanctions and cases, including the issues that
resulted in the most significant fines and emerging enforcement trends, and then makes
some predictions about key issues for FINRA for 2017 and beyond.

1. Fines and disciplinary actions

The fines reported by FINRA in 2016 increased dramatically to a record high of $176
million[1]. This was an increase of 87 per cent from the $94 million in fines reported in 2015
and a 31 per cent increase from the former record of $134 million reported in 2014. Fines
have increased by 529 per cent since FINRA assessed fines of $28 million in 2008. While
fines increased considerably in 2016, restitution decreased significantly. FINRA reported
restitution of approximately $28 million in 2016, a decrease of 71 per cent from the record
$96 million in restitution reported in 2015. This substantial decrease puts the 2016 amount
of restitution more in line with the typical amount FINRA has ordered since 2012 (ranging
from $10 to $34 million).

While fines jumped significantly and restitution decreased in 2016, the number of cases
reported by FINRA decreased slightly last year. FINRA reported filing 1,434 disciplinary
actions in 2016, a decrease of about two per cent from the 1,462 cases FINRA reported in
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2015 and similar to the number reported over the past five years[2]. The number of cases
filed by FINRA has grown from 1,073 in 2008 to 1,434 in 2016 – an increase of 34 per cent.

In 2016, the number of individuals barred increased while the number of firms expelled and
individuals suspended decreased. The number of individuals barred increased from 492 in
2015 to 517 in 2016, a five per cent increase[3]. The number of firms expelled by FINRA
decreased slightly from 25 in 2015 to 24 in 2016, a decrease of four per cent[4]. The
number of individuals suspended decreased from 737 in 2015 to 727 in 2016, a decrease
of about one per cent[5]. The number of individuals barred has now increased for four
years in a row, while the number of suspensions decreased for the first time since 2007.

The chart below displays the fines and the number of disciplinary actions FINRA reported
during each of the past nine years (Table I):

The chart below displays the restitution FINRA reported during each of the past nine years
(Table II):

2. Top 2016 enforcement issues measured by total fines assessed

Listed below are the top FINRA enforcement issues for 2016 measured by total fines
assessed[8]:

1. Anti-Money Laundering (AML) cases resulted in the most fines for FINRA in 2016. This
is the third year in a row that AML has been on Eversheds Sutherland’s Top
Enforcement Issues list. FINRA reported 32 AML cases in 2016, which resulted in $45.9
million in fines. The number of cases decreased by 11 per cent from 36 in 2015, but the
fines reported soared from $20.6 million in 2015, an increase of 123 per cent. In 2015,
AML placed second on this list, up from fourth in 2014. The rise of AML to the top spot
was driven by a number of large fines, including one settlement with two affiliated firms
for $17 million for allegedly failing to establish and implement adequate AML
procedures, resulting in the failure to properly prevent or detect, investigate, and report
suspicious activity for several years[9]. The AML Compliance Officer was also

Table I FINRA’s sanctions statistics, 2008-2016[6]

Fines reported Percentage change Disciplinary actions Percentage change

2008 $28 million – 1,073 –
2009 $50 million 79 1,158 8
2010 $42 million (16) 1,310 13
2011 $72 million 71 1,488 14
2012 $69 million (4) 1,541 4
2013 $60 million (13) 1,535 (0.4)
2014 $134 million 123 1,397 (9)
2015 $94 million (30) 1,462 5
2016 $176 million 87 1,434 (2)

Table II FINRA’s restitution statistics, 2008-2016[7]

Restitution reported Percentage change

2008 $6 million –
2009 $8 million 33
2010 $6 million (25)
2011 $19 million 217
2012 $34 million 79
2013 $10 million (71)
2014 $32 million 220
2015 $96 million 200
2016 $28 million (71)

PAGE 2 JOURNAL OF INVESTMENT COMPLIANCE VOL. 18 NO. 2 2017



sanctioned in that case. The substantial amount of fines imposed in AML cases in
recent years demonstrates that FINRA continues to focus on ensuring that firms have
adequate AML programs and sufficient supervisory systems to satisfy their AML
compliance obligations. Indeed, Brad Bennett, FINRA’s former Chief of Enforcement,
said, “It’s critical that firms have effective AML systems in place so that they can
comply with their obligations to review and report suspicious transactions, including
those involving trading in microcap securities or potentially suspicious money
transfers”[10].

2. Variable Annuities cases resulted in the second largest amount of fines assessed by
FINRA and the largest single fine in 2016 ($20 million). This is the first time that variable
annuities have been on Eversheds Sutherland’s Top Enforcement Issues list since
2009. In 2016, FINRA reported $30.3 million in fines for 30 variable annuities cases.
Compared to 2015, these figures represent a 191 per cent increase in fines from $10.4
million and a 20 per cent increase in the number of cases from 25. The substantial
increase in fines was largely driven by a case that resulted in a $20 million fine against
a firm for allegedly making negligent misrepresentations and omissions to customers
about the costs and guarantees relating to replacement variable annuities. The firm
was also ordered to pay $5 million in restitution[11].

3. Trade reporting cases resulted in the third most fines for FINRA in 2016, down from its
number one spot last year on Eversheds Sutherland’s Top Enforcement Issues list. This
is the fourth year in a row that trade reporting has appeared on this list. In 2016, FINRA
reported $24.4 million in fines in 146 trade reporting cases. Compared to 2015, these
figures represent a 19 per cent decrease in fines from $30.3 million and an eight per
cent decrease in the number of cases from 159. Despite these decreases, one
significant trade reporting case in 2016 resulted in a $6 million fine against a firm for
allegedly failing to provide to regulators complete and accurate trade data (blue
sheets) in an automated format in a timely manner. FINRA found that more than one
million transactions were misreported as a result of significant failures in the firm’s blue
sheet reporting system[12].

4. Books and Records cases resulted in the fourth most fines for FINRA in 2016. This is the
first time that this issue has appeared on Eversheds Sutherland’s Top Enforcement Issues
list. FINRA reported 99 books and records cases in 2016, which resulted in $22.5 million
in fines. Compared to 2015, these figures represent a 423 per cent increase in fines from
$4.3 million and a seven per cent decrease in the number of cases from 106. This sudden
surge in books and records cases was driven largely by disciplinary actions against 12
firms for, among other things, failing to preserve records in “write once, read many”
(WORM) format. FINRA fined these firms a total of $14.4 million[13].

5. Unregistered securities cases resulted in the fifth most fines for FINRA in 2016. This is the
first time that this issue has appeared on Eversheds Sutherland’s Top Enforcement Issues
list. FINRA reported 32 unregistered securities cases in 2016, which resulted in a total of
$18.4 million in fines. This was an increase of 581 per cent in fines from $2.7 million
reported in 2015 and an increase of 39 per cent from the 23 cases reported in 2015. (12
of the 32 cases involved AML.) The drastic increase in fines for unregistered securities
cases was impacted primarily by a $16.5 million fine against a firm for failing to implement
sufficient procedures to comply with federal securities laws relating to unregistered
securities, among other issues (including AML deficiencies). FINRA found that from 2011
to 2013, the firm facilitated the illegal distribution of at least 55 million unregistered shares
of securities[14].

2.1 Enforcement trends

� “Supersized” and “Yuuuge” fines: The explosive increase in fines was the key FINRA
enforcement trend in 2016. As discussed above, fines jumped from $94 million in 2015
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to $176 million in 2016. This increase was principally due to the significant rise in the
size and number of, what we call, “supersized” fines of $1 million or greater and, what
we call, “yuuuge” fines of $5 million or greater. In 2015, 18 “supersized” fines were
assessed, totaling $52.2 million. In 2016, however, 34 “supersized” fines were
assessed, totaling more than $137 million. Of those, eight were “yuuuge” fines, totaling
nearly $89 million. This trend signals that FINRA will continue to assess substantial fines
against firms even where there is limited or no measurable harm to customers.

� Compliance officers: FINRA cracked down on individual compliance officers in addition
to their firms in 2016. Indeed, 27 cases involved some type of sanction against a firm’s
compliance officer. It should be noted that some of these compliance officers wore
multiple “hats” (i.e., in addition to being compliance officers, they acted in other
capacities such as firm president or chief executive officer). In a large AML-related
case (described above), the firm’s former AML compliance officer was fined $25,000
and suspended for three months. These cases are a signal to compliance officers that
they are in FINRA’s crosshairs and ought to take heed and try to ensure that adequate
compliance-related policies and procedures are in place.

� Suitability: Although suitability failed to land on Eversheds Sutherland’s Top
Enforcement Issues list in 2016, FINRA still reported 87 suitability cases, totaling $15.3
million. The number of cases increased 14 per cent from the 76 cases brought in 2015,
but the fines decreased 16 per cent from the $18.3 million reported in 2015. Last year,
FINRA reported a few suitability cases relating to, for example, the sale of
non-traditional exchange-traded funds to retail investors, mutual fund share classes,
and municipal bonds and closed-end funds[15]. This was just the third time in eight
years that suitability did not crack Eversheds Sutherland’s Top Enforcement Issues list.
Although suitability did not make the top-five list in 2016, the number of suitability cases
increased and the amount of fines remained significant, demonstrating that it is still a
mainstay of FINRA disciplinary actions.

3. Key enforcement topics

In addition to the trends discussed above, restitution, cybersecurity, and senior investors
are three enforcement issues of note from 2016 that will likely continue to receive
heightened attention from FINRA in 2017 and beyond. Below is additional analysis about
each of these three issues and brief discussions about some of the key 2016 FINRA
disciplinary actions in these areas.

3.1 FINRA focus: restitution

Although in 2016 restitution was down substantially from 2015, it still played a large role in
certain key cases. In 2016, FINRA ordered restitution in about five per cent of disciplinary
actions (77 out of 1,434 total cases) – the same percentage as in 2015 (73 out of 1,462 cases).
Of those 77 actions, 55 cases ordered restitution from firms, and 22 cases ordered restitution
from individuals. Although the majority of cases involved restitution amounts of less than
$100,000 (43 cases), FINRA ordered restitution amounts of $1 million or greater in nine cases,
as compared to 34 cases where FINRA imposed fines of $1 million or greater in 2015.

The chart below shows the top 10 restitution cases in 2016 and the primary issue for which
restitution was ordered (Table III).

There are two categories of cases where FINRA ordered the most significant restitution
against firms in 2016. The first category is variable annuities (VAs), which included the two
largest restitution cases. The single largest amount of restitution against a firm was $5
million. That case involved alleged negligent material misrepresentations and omissions on
VA replacement applications for tens of thousands of customers that made the
replacement appear more beneficial to the customer despite being more expensive. The
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firm’s VA replacement business generated over $152 million in gross commissions over a
six-year period[18]. This substantial amount of business likely drove the high restitution
amount and corresponding $20 million fine (the largest in 2016).

The second largest amount of restitution was $4.5 million against four affiliated firms. The case
involved the firms’ selling of L-share VAs to customers with potentially incompatible, complex,
and expensive long-term minimum-income and withdrawal riders without adequate supervisory
policies and procedures[19]. These firms were also fined $2.95 million.

The category of cases where FINRA ordered the second largest amount of restitution
against firms in 2016 involved mutual fund share classes, in which firms’ representatives
sold customers mutual funds with front-end sales charges when the customers were
eligible for a waiver of those charges[20].

The types of cases where FINRA ordered restitution against individuals in 2016 typically
involved representatives’ failures to perform adequate suitability or due diligence on a product
before recommending it to a customer or their being a “bad actor” (e.g., defrauding customers,
churning customer accounts)[21]. The largest amount of restitution against an individual was
$1.6 million for engaging in excessive trading against customers’ objectives and financial
circumstances and churning in customer accounts, generating hundreds of thousands of
dollars in commissions and over $1 million in losses to customers[22]. For individuals, the
largest orders of restitution were accompanied by no fines[23].

Although in 2016 restitution reverted to its pre-record-setting 2015 levels, it remains a
powerful tool to sanction firms and individuals while providing relief where customers
have clearly been impacted by overcharges or other misconduct. Although the types of
cases where FINRA will order restitution may vary in 2017, given that FINRA has
ordered $28 million in restitution in just two cases thus far in 2017[24], it appears that
a “market correction” has already occurred and 2016 may simply have been an
aberration.

3.2 FINRA focus: cybersecurity

While the rest of the country focused on possible cybersecurity breaches relating to the
2016 presidential election (thanks, Russia), FINRA kept a watchful eye on potential
cybersecurity issues for its member firms. Indeed, in both its 2016 and 2017 Priorities
Letters, FINRA emphasized that cybersecurity was a top priority[25]. While recognizing that
“there is no one-size-fits-all approach to cybersecurity”, FINRA has identified the following
areas of concern:

� “[M]ethods for preventing data loss”;

� Understanding data and how it flows through the firm and possibly to vendors;

� Controls used to “monitor and protect” data;

Table III FINRA’s top ten cases for restitution ordered in 2016

Rank Restitution ordered Fines reported Firm/individual Primary substantive issue[16]

1 $5 million $20 million Firm Variable Annuities
2 $4.5 million[17] $2.95 million Firm Variable Annuities
3 $2.1 million $0 Firm Mutual Fund Share Classes
4 $1.85 million $1.6 million Firm Mutual Fund Share Classes
5 $1.8 million $2.75 million Firm Variable Annuities
6 $1.6 million $0 Individual Suitability
7 $1.5 million $0 Firm Mutual Fund Share Classes
8 $1.4 million $0 Firm Mutual Fund Share Classes
9 $1.03 million $1.05 million Firm Suitability

10 $840,000 $250,000 Firm Suitability
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� Management of vendor relationships, “including the controls to manage those
relationships”;

� “[C]ontrols to protect sensitive information from insider threats”; and

� Controls at branch offices, “particularly [at] independent contractor branch offices”,
which “tend to be weaker than those at firms’ home offices”. FINRA noted that it
observed “poor controls related to the use of passwords, encryption of data, use of
portable storage devices, implementation of patches and virus protection, and the
physical security of assets and data”[26].

In addition, FINRA has connected cybersecurity to books and records requirements. Under
Securities Exchange Act Rule 17a-4(f), certain records are to be preserved in a
non-rewriteable, non-erasable format, commonly referred to as a “write once, read many”
(WORM) format. As discussed above, in 2016 FINRA brought disciplinary actions against
12 firms for, among other things, failing to preserve records in WORM format, fining these
firms a total of $14.4 million[27]. While these settlements contained no allegations of
cybersecurity breaches or hacking, FINRA attempted to connect this basic books and
records issue to cybersecurity by making the following statement in its press release: “Over
the past decade, the volume of sensitive financial data stored electronically has risen
exponentially and there have been increasingly aggressive attempts to hack into electronic
data repositories, posing a threat to inadequately protected records, further emphasizing
the need to maintain records in WORM format”[28].

Other than those so-called cybersecurity cases, FINRA brought one case involving an
actual instance of hacking in 2016[29]. In that case, FINRA fined the firm $650,000 for
failing to establish, maintain, and enforce a supervisory system reasonably designed to
ensure the security of confidential customer information stored on electronic systems at the
firm’s branch offices. The firm’s alleged failure allowed hackers with foreign Internet
Protocol addresses to access the firm’s server, exposing the confidential records and
information of approximately 5,400 of the firm’s customers. Given the priority of
cybersecurity cases and the almost-daily breaches reported in the media, these cases are
likely going to increase in 2017 and beyond. Indeed, it is likely that FINRA will bring cases
alleging deficient cybersecurity-related policies or procedures even where there were no
breaches of confidential customer information.

3.3 FINRA focus: senior investors

FINRA’s past three Priorities Letters have discussed its heightened focus on senior
investors and retirement accounts[30]. During 2016, this focus translated to 19 cases
involving senior-related matters, where FINRA assessed fines of approximately $1.5 million
and ordered restitution of approximately $700,000.

Firms should likely expect even more attention to senior-related matters in 2017. In its 2017
Priorities Letter, FINRA sternly warned firms that FINRA examiners will actively “assess
firms’ controls to protect senior investors”[31]. This increased scrutiny revolves around
three main areas:

� Supervisory controls: FINRA will examine firms to see if they have supervisory controls
in place to “protect senior investors from fraud, abuse, and improper advice”[32].

� Suitability: FINRA will review firms’ policies and procedures addressing product
suitability and (over)concentration in particular products, including “examining firms’
product vetting processes, supervisory systems and controls to review
recommendations”[33].

� Complex products: FINRA will focus on firms’ sales of complex, novel, illiquid, and
highly speculative products to seniors[34].
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For example, in one case in 2016 FINRA fined a firm $950,000 for failing to detect and
prevent a scheme that resulted in the theft of approximately $1.3 million from an 89-year-old
customer’s variable annuity account. The firm repeatedly failed to adequately investigate
red flags that a registered sales assistant was transferring money from the customer’s VA
account to a third-party bank account in his wife’s maiden name[35]. Based on FINRA’s
recent Priorities Letters, including the heightened attention in the 2017 Priorities Letter,
cases focusing on senior-related issues will likely increase in 2017 and beyond.

2016 will be remembered as an historic year: the Olympics, the Chicago-Cleveland World
Series, and the presidential election. In the regulatory world of FINRA, there was also an
historic year as FINRA continued its trend of ordering significant fines, shattering its
previous record set in 2014. If firms and their representatives were not paying attention to
this trend, they should be now. Although some have speculated about a reduction in the
Securities and Exchange Commission’s Enforcement program with the new administration,
FINRA shows no signs of slowing down. With the first quarter of 2017 already in the books,
firms may start to ponder whether 2017 will “Trump” an historic 2016.

Notes

1. See Statistics, FINRA, available at: www.finra.org/newsroom/statistics

2. Id. FINRA defines disciplinary actions as Letters of Acceptance, Waiver and Consent, Complaints,
Rule 9522 Suspensions, and Minor Rule Violations.
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affiliated firms. See News Release, FINRA, Nov. 2, 2016, available at: www.finra.org/newsroom/2
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