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Part 1 in this two-part series focused on the general landscape of federal and state 
regulations addressing financial exploitation of senior investors. Part 2-A dives 
deeper into the recently adopted rules addressing financial exploitation, and offers 
some insights into how these rules may impact certain other requirements applying 
to financial institutions. As discussed in part 2-B, beyond dealing with instances of 
senior exploitation, financial institutions will need to consider how to deal generally 
with issues related to diminished capacity. 
 
Part 2-A: Examination of Rules Governing Financial Exploitation 
 
FINRA 
 
On Feb. 9, 2017, the U.S. Securities and Exchange Commission approved 
the Financial Industry Regulatory Authority’s proposal to adopt new FINRA Rule 
2165 (Financial Exploitation of Specified Adults) and amend FINRA Rule 4512 
(Customer Account Information).[1] The rule changes take effect Feb. 5, 2018. 
 
Adoption of New Rule 2165 
 
Rule 2165 allows broker-dealers to place a temporary hold on the disbursement of 
customer funds when they reasonably believe that “financial exploitation” has 
occurred. The temporary hold may only be placed on the accounts of certain 
“specified adults,” which is broadly defined to include any person age 65 or older, 
or a person age 18 or older who the firm reasonably believes has a mental or 
physical impairment. “Financial exploitation” is also defined under Rule 2165 to 
mean (1) the wrongful or unauthorized taking, withholding, appropriation or use of 
a specified adult’s funds, or (2) any act or omission to obtain control through 
deception, intimidation or undue influence over a specified adult’s money, assets or 
property, or to convert the specified adult’s money, assets or property. 
 
The temporary hold authorized by Rule 2165 would expire within 15 business days. 
However, the temporary hold may be extended for an additional 10 business days if 
supported by facts and circumstances and upon an internal review by the broker-dealer firm. 
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Upon placing a temporary hold, Rule 2165 requires firms to initiate an internal review of the facts and 
circumstances causing the firm to place its hold. In addition, the rule requires firms to provide 
notification of the hold and the reason for the hold to the “trusted contact person” (further defined in 
FINRA Rule 4512, discussed below) within two business days of placing the hold. Firms are not required 
to notify the trusted contact person if the firm reasonably believes that the trusted contact person has 
engaged in the financial exploitation at issue. 
 
FINRA’s release announcing the adoption of Rule 2165 clarified that the temporary hold would only 
apply to disbursements from customer accounts, and would not apply to actual security transactions. 
For example, firms could not place holds on a customer’s decision to sell certain assets, but they could 
place holds on the customer’s decision to disburse or liquidate the proceeds from that sale from his or 
her customer account. 
 
Amendments to Rule 4512 
 
The amendments to Rule 4512 require broker-dealer firms to make reasonable efforts to obtain the 
name and contact information for a trusted contact person (TCP) when opening a customer account or 
when updating customer account information. Importantly, the amendments to Rule 4512 do not 
prohibit firms from opening and maintaining an account if a customer fails to identify a TCP, provided 
reasonable efforts are made to obtain the information. In determining what constitutes “reasonable 
efforts” to obtain the TCP’s information, FINRA noted that merely asking a customer to provide the 
name and contact information for a TCP at onboarding would satisfy Rule 4512. 
 
The amendments also require that the firm must disclose in writing to the customer — either at account 
opening or when updating the customer account information — that the firm is authorized to contact 
the TCP and disclose information about the customer’s account to address possible financial 
exploitation. Firms must still provide this disclosure even if a customer fails to identify a TCP. 
 
As FINRA noted, the TCP must be at least 18 years of age and should be a resource for the firm in 
administering the customer’s account, protecting assets and responding to possible financial 
exploitation. The idea behind the TCP amendments is that a firm could contact a TCP to inquire about 
the customer’s current health if the firm has been unable to reach the customer after multiple attempts 
or otherwise suspects financial exploitation. 
 
NASAA 
 
The North American Securities Administrators Association is a voluntary association of state securities 
regulators that periodically issues model rules intended to serve as guidelines for states. On Jan. 22, 
2016, NASAA adopted a “Model Act to Protect Vulnerable Adults from Financial Exploitation,” which 
mandates certain reporting to state securities regulators and adult protective service agencies when a 
“qualified individual” has a reasonable belief that financial exploitation of an “eligible adult” has been 
attempted or has occurred.[2] 
 
Under the model rule, “financial exploitation” has substantially the same definition as adopted by FINRA 
in Rule 2165. The definition of an “eligible adult” includes persons at least 65 years old or subject to the 
state’s adult protective services statute, and a “qualified individual” includes broker-dealer and 
investment adviser representatives, and persons who serve in a supervisory, compliance or legal 
capacity for broker-dealers or investment adviser firms. 



 

 

 
Similar to the FINRA rule, the model rule authorizes broker-dealers and investment advisers to delay 
disbursing funds from an eligible adult’s account for up to 15 business days if the firm reasonably 
believes that a disbursement would result in the financial exploitation of the eligible adult. If a hold is 
placed on the disbursement, the model rule requires firms to notify persons authorized to transact 
business on the account (unless these individuals are suspected of the financial exploitation), notify the 
state securities regulator and the adult protective services agency, and undertake an internal review of 
the suspected exploitation. This is an important distinction from the FINRA rule, because FINRA does not 
require any notification to the state securities regulator or adult protective services agency. The model 
rule does require this notification, so financial institutions should ensure they are complying with both 
FINRA’s “hold” rule and NASAA’s “hold and notify” rule. 
 
As of this writing, several states have adopted the model rule or substantially similar legislation, 
including Alabama, Arkansas, Delaware, Indiana, Louisiana, Maryland, Mississippi, Montana, New 
Mexico, North Dakota, Texas, Vermont and Washington. Several other states, including New York, have 
also introduced legislation to adopt NASAA’s model rule.[3] 
 
Other Senior Exploitation Regulations 
 
Financial institutions are subject to a wide array of federal and state securities laws, many of which may 
be impacted by the FINRA and NASAA rules. For instance, financial institutions are subject to anti-money 
laundering rules and regulations, including the requirement to file suspicious activity reports with 
the Financial Crimes Enforcement Network when they have reason to suspect customer transactions 
may involve certain illicit or criminal activity. Financial exploitation of senior investors may trigger 
certain SAR reporting requirements with FinCEN, even if no “hold” is placed on the customer account 
pursuant to the FINRA or NASAA rules.[4] Financial institutions should also review the respective 
definitions of “suspicious activity” and “financial exploitation,” because financial abuse of senior 
investors may be reportable to FinCEN as a SAR without meeting the definition of “financial 
exploitation” under the FINRA or NASAA rules. 
 
In addition, financial institutions are subject to certain privacy rules under SEC Regulation S-P, which 
requires firms to adopt written policies and procedures addressing the protection and safeguarding of 
customer information. More importantly, Regulation S-P prohibits financial institutions from disclosing a 
customer’s nonpublic personal information to certain third parties. Financial institutions may need to 
consider whether disclosure of customer information to combat financial exploitation in connection 
with the FINRA and NASAA rules would run afoul of Regulation S-P’s prohibition on such disclosures.[5] 
 
Finally, financial institutions may grapple with a power of attorney, which is a legal document allowing a 
person to authorize a third party to act or make certain decisions on his or her behalf. The Uniform 
Power of Attorney Act is a model state law that was developed with a view to encouraging acceptance 
of valid powers of attorney, but provides an avenue for rejecting powers of attorney where there is a 
reasonable belief of financial abuse.[6] As such, financial institutions will need to refer to their particular 
state laws in determining under what circumstances they can disregard a power of attorney, particularly 
if the culprit of the suspected financial exploitation is the person being designated with the power of 
attorney. 
 
Conclusion 
 
Financial institutions should carefully review these rules governing senior financial exploitation. As these 



 

 

rules begin to take effect, the regulators, as well as third-party business partners, may be inquiring 
about your financial institution’s practices and compliance efforts with respect to senior investor 
financial exploitation. 
 
Part 2-B: Diminished Capacity 
 
The securities regulators have not established any targeted rules with respect to senior diminished 
capacity generally. Of course, as covered in part 2-A, FINRA and NASAA have both adopted rules that 
broadly apply to the financial exploitation of investors, which may include those who have diminished 
mental capacities. As financial institutions address their policies and procedures specific to handling 
diminished capacities, they should be mindful of these federal and state financial exploitation laws, 
since they also apply to investors with diminished capacities or mental impairments. 
 
Beyond securities regulators, all states generally maintain laws that apply to customers with diminished 
mental capacities. Instead of housing these laws with the state securities regulator, the state laws are 
primarily included under state adult protective services laws, and mandate certain reporting of financial 
abuse or exploitation to the state’s adult protective services departments. These laws are generally 
aimed at protecting senior investors or other vulnerable adults with diminished mental capacities from 
financial exploitation. 
 
These laws present challenges for financial institutions in determining whether their customers, despite 
diminished capacities, are able to maintain normal relationships or alternatively, whether they are at a 
stage that calls for special measures to be put in place. 
 
While applicable to attorney-client relationships and not financial institution customer dealings, Rule 
1.14 of the American Bar Association’s Model Rules (the ABA rule) offers a helpful blueprint for how 
financial institutions should handle the diminished mental capacities of their customers.[7] For instance, 
the ABA rule recognizes that there are various degrees of mental competency, and instructs attorneys to 
maintain a normal client-lawyer relationship even when the client suffers from minor mental 
impairments. However, when the attorney reasonably believes that the client’s diminished capacities 
place the client at risk of substantial physical or financial harm, the lawyer is authorized to contact 
certain protective services and disclose certain information about the client as necessary to protect the 
client’s interests. 
 
By analogy, financial institutions could consider approaching their determinations of their customers’ 
mental capacities in a similar fashion. Along these lines, firms may wish to consider adopting policies 
and procedures regarding steps one can take when an investor may show signs of diminished capacity 
whether through mental or physical illnesses, and may also consider offering training to their employees 
for detecting signs of possible diminished mental capacities. Furthermore, once a financial institution 
has determined that a customer’s mental capacities are sufficiently diminished, the financial institution 
may consider implementing protocols regarding the escalation and reporting of the customer’s mental 
state to the appropriate federal and state agencies. 
 
Finally, many other federal and state securities laws intersect with a financial institution’s processes for 
handling customers with diminished mental capacities. For instance, state laws governing the power of 
attorney designations may also need to be considered by financial institutions, particularly if the 
customer with mental incapacities is changing his or her power of attorney designation. 
 
Conclusion 



 

 

 
As this information makes clear, financial institutions should consider not only the financial exploitation 
aspect of laws addressing senior financial abuse, but also the diminished capacity component, which 
may entail some challenging judgment calls on the part of financial institutions. 
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