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Cybersecurity Forecast Remains Frightful For 2019 

By Michael Bahar, Mark Thibodeaux and Ali Jessani                                                                                              
(January 1, 2019, 12:03 PM EST) 

Winter is here — and it is showing no signs of relenting. 
 
Last year was brutal for cyberattacks — against U.S. cities, against major hotel 
chains and against global airlines — and a watershed year for new privacy and 
cybersecurity regulations. Europe’s General Data Protection Regulation, Australia’s 
encryption law and California’s Consumer Privacy Act and internet of things law are 
just a few of the global privacy and cybersecurity laws that hit the scene in 2018. 
 
Unfortunately, 2019 offers no promise of respite, putting a premium on early 
compliance, proactive planning and remaining abreast of the rapidly evolving threat 
and regulatory environments. Companies that develop the capacity to tag and track 
their data from cradle to grave will find themselves more able to successfully 
navigate the global regulatory crosscurrents and seize business opportunities in 
new markets or with new technologies. 
 
In With the New, But Not Out With the Old 
 
Traditionally, cyberattacks have focused on the theft or exfiltration of private or 
otherwise confidential information. Recently, there has been an uptick in 
ransomware attacks, which don’t just steal data, but also make data and sometimes 
systems inaccessible until a ransom is paid (or backups can be restored). The recent 
spate of data breaches, including against British Airways and Cathay Pacific, 
demonstrate that data exfiltration attacks are still a major fact of life. Similarly, the 
SamSam ransomware attacks on the cities of Atlanta and Newark, New Jersey, 
the Port of San Diego, the Colorado Department of Transportation, and the 
University of Calgary, as well as on numerous targets in the health care sector, 
show that these types of extortion attacks are also here to stay. 
 
Yet, there is also a new type of cyberthreat emerging that companies and 
governments have to contend with — information warfare attacks. In this type of 
assault, bad actors gain access to a system, manipulate the information, and then 
release it (or cause it to be leaked). Already, hackers infiltrate systems and send out 
fake “phishing” emails to lure others into clicking on malicious links. They are also sending falsified 
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invoices electronically, often using stolen copies of actual invoices as templates, trying to direct what 
look like ordinary business payments to themselves. If hackers are producing fake invoices, they could 
also falsify evidence of insider training schemes, lurid or compromising behavior among top executives, 
or anything else that could result in reputational damage to a company, thereby causing its share price 
to drop or exposing it to civil or criminal liability. 
 
Accordingly, companies would do well to revisit their cybersecurity plans and programs and ensure that 
they account not only for existing threats, but for emerging threats as well. One question companies 
could ask in the face of information warfare attacks: Is there a renewed value in keeping hard copy 
backups of certain documents, or are there new high-tech tools that should be added to the defense 
arsenal, like more immutable blockchain technology? Addressing new threats may require implementing 
novel solutions, even if some new solutions are remarkably old-fashioned. 
 
Regulators Are Responding 
 
In light of the rapidly evolving threats, regulators are trying to keep pace. With whiplash-inducing speed, 
new privacy and cybersecurity regulations are popping up around the world, causing consternation and 
uncertainty in corporate boardrooms and legal departments. The keys in this environment lie in 
developing both a global regulatory strategy and a nimble capacity to tag and track data from cradle to 
grave. 
 
This twin strategy will first help account for the global movement towards enhanced privacy rights and 
therefore enhanced privacy obligations. The GDPR is certainly the most noteworthy of these regulations, 
but California recently passed its own sweeping privacy law — the California Consumer Privacy Act — 
that will come into effect in 2020. Other jurisdictions, like Bermuda and Brazil, have also followed the 
GDPR’s lead and passed their own comprehensive data privacy laws. In other words, if a company has 
avoided the first wave of enhanced privacy obligations, it is unlikely to avoid subsequent waves. In 2003, 
for example, California became the first state to pass a data breach notification law. Today all 50 states 
have such a requirement. Eventually the floodwaters of enhanced privacy regulations will reach most — 
if not every — company, which leads to the strategic question: Is affording enhanced privacy rights 
something worth doing sooner rather than later, even if it is not yet fully required? 
 
Even if a company decides to provide enhanced privacy rights across the board, there are still 
differences that companies will need to account for among the regulations. As much as the GDPR 
inspired the CCPA, for example, there are important differences, and the ability to tag and track data can 
help companies more nimbly navigate these differences. Knowing where your data comes from, what it 
is used for, and where it is processed and stored can make the difference between a rapid, organized 
response to an incident and a costly, disorganized one. 
 
For instance, the GDPR requires opt-in consent where consent is relied upon to collect and process 
personal data. The CCPA, meanwhile, requires the ability for consumers to opt out of the sale of their 
personal information. While compliance with the GDPR will likely suffice for CCPA purposes, compliance 
with the CCPA will likely not suffice for GDPR purposes. These differences can cause quite a headache 
for companies that cannot nimbly track and account for their data. For example, a hotel in New York City 
(that offers its rooms via EU-targeted advertisements) may have to apply different rules to a couple 
from California in room 101 than it does to a couple from France in room 102. 
 
This ability to tag and track data will also help companies navigate the growing trend of data sovereignty 
laws. Increasingly, countries are asserting ownership over “their” data or data of “their” companies, the 



 

 

most restrictive of which are data localization laws. For example, both China and Vietnam require that 
certain covered companies that collect personal information within those countries’ borders maintain a 
copy of the collected data within those respective jurisdictions. Even the GDPR is a form of a data 
sovereignty law since it requires that GDPR data be protected anywhere in the world as if it were still 
within the European Union. Accordingly, knowing what data you have, where it comes from and where 
it is processed and stored can help in designing differing business rules as these and new regulations 
come online. 
 
It's Not Just About Privacy 
 
The emerging threats should also drive another point home: It’s not just about personal data. 
Oftentimes, a company’s chief privacy officer and its information technology department share 
cybersecurity duties. In one sense, that makes sense but, in another sense, it could mean that important 
vulnerabilities and exposure are missed. Attackers are not just looking to steal personal data, as 
discussed above, but also to cause disruption and even destruction. Operational control systems, while 
not traditionally connected to the internet, are typically not managed by IT, and have no private data, 
but are increasingly vulnerable to cyberattacks. Therefore, companies in 2019 need to open the 
aperture of their risk-based efforts. 
 
Companies will also increasingly need to be mindful of cybersecurity regulations in the nonprivacy space 
as well. California again is among the vanguard. Shortly after passing the CCPA, California passed its IoT 
law, which requires manufacturers of connected devices to equip their products with “reasonable 
security features.” 
 
It's About Being Reasonable 
 
The California IoT law’s reasonableness requirement is typical of most cyber and privacy regulations, 
especially those passed recently. With words like “reasonable,” “appropriate” and “proportional,” 
regulators are trying to future-proof their regulations, as well as give companies the flexibility to design 
cybersecurity programs that make sense given the type and size of the company and the type of threats 
they are likely to face. Regulators also are acknowledging that there is no such thing as perfection when 
it comes to cybersecurity. 
 
All of this should be welcome news for companies. The flip side, however, is that companies cannot 
merely check the box and be compliant. Rather, if 2018 taught us anything, it is that the threats and 
regulations require companies to have a continuous culture of reasonable cybersecurity. That culture 
must truly start at the top, with boards and senior executives regularly asking for updates on the state of 
the company’s cybersecurity in light of the latest threats and regulations. Even asking the question can 
afford a company great benefits, not only for the virtuous snowball effect of generating increased 
cybersecurity efforts to answer those questions, but also to avail companies of the business judgment 
rule.[1] 
 
The litigation landscape may also be worsening, but reasonableness continues to provide a good 
antidote. In November 2018, the Pennsylvania Supreme Court held that a Pennsylvania health care 
provider could potentially be held liable to its employees for a data breach that compromised the 
personal information of 62,000 individuals.[2] According to the court, the employer had a common-law 
duty to take reasonable care of its employees’ personal data and, to the extent that it failed to do so, 
could be held liable for monetary damages. Though this case may signal an uptick in cyber breach-
related litigation, companies can again take solace in the fact that courts assessing a company’s 



 

 

cybersecurity strategy will not ask if the company was perfect, but rather if the company was acting 
reasonably. 
 
For both regulators and courts alike, companies will fare better if they create a record demonstrating 
their reasonable, proactive, risk-based decisions, and can show that cybersecurity was a matter which 
received the highest level of attention within the corporation. Regulations like the GDPR, in fact, require 
this proof in its accountability principle. 
 
There is also opportunity for those companies that can stay ahead, stay secure and stay reasonable. For 
example, as more and more companies are required to have compliant programs, they will require 
compliance from their vendors and partners, giving an advantage to those who are ahead of their 
competition. 
 
Will 2019 Prove to Be "Groundhog Day"? 
 
It is certainly possible that 2019 will prove as momentous as 2018, especially as GDPR enforcement 
actions ramp up, more jurisdictions pass privacy and cyber regulations, and the threat continues to 
escalate. However, 2018 demonstrates the premium placed on sound, proactive planning, which 
includes developing a global regulatory strategy for existing and emerging regulations, staying abreast of 
the evolving threats, and developing the technical capabilities to tag and track data through its life cycle. 
The more nimble you can be in handling your data, the more likely you will be able to successfully 
navigate the current and coming storms. 
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[1] See e.g., In re The Home Depot, Inc. S'holder Derivative Litig., 223 F. Supp. 3d 1317, 1321 (N.D. Ga. 
2016). 
 
[2] Dittman v. UPMC, 2018 Pa. LEXIS 6051 (Pa. Nov. 21, 2018). 
 

 

 

 


