
THOMSON REUTERS

Thomson Reuters is a commercial publisher of content that is general and educational in nature, may not reflect all recent legal developments and may not apply 
to the specific facts and circumstances of individual transactions and cases. Users should consult with qualified legal counsel before acting on any information 
published by Thomson Reuters online or in print. Thomson Reuters, its affiliates and their editorial staff are not a law firm, do not represent or advise clients in any 
matter and are not bound by the professional responsibilities and duties of a legal practitioner. Nothing in this publication should be construed as legal advice or 
creating an attorney-client relationship. The views expressed in this publication by any contributor are not necessarily those of the publisher.

Those companies that will thrive in 2021 
and beyond will be those that are clear-eyed 
about emerging trends, and make the wise 

investments to act upon them.

2021 Foresight: Key lessons from 2020 to help 
navigate the future of cybersecurity and data privacy
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FEBRUARY 23, 2021

When it comes to privacy and cybersecurity, the uncertainty 
and volatility of 2020 will not soon relent — but neither will its 
invaluable lessons.

Looking back on the tumult of 2020 reveals five key lessons to help 
manage the inevitable uncertainty and volatility going forward, 
and emerge stronger and more resilient.

LESSON ONE: THE GDPR IS AN EMERGING GLOBAL 
STANDARD AND A VALUABLE FUTURE-PROOFING TOOL
Those companies that will thrive in 2021 and beyond will be those 
that are clear-eyed about emerging trends, and make the wise 
investments to act upon them.

Among the most important trends is that Europe’s General Data 
Protection Regulation, the GDPR, is an emerging global privacy 
standard — or in many respects, the high-water mark — and those 
companies that embrace its principles and base their policies and 
procedures around it will be in far better positions to weather the 
new and rapidly changing privacy requirements.

The CPRA, once it goes into effect on January 1, 2023, will, among 
other elements, add a data minimization requirement (including 
a retention schedule disclosure requirement), a new category of 
“sensitive personal information,” a new definition of “profiling,” 
a right to correct inaccurate personal information and a more 
detailed list of contract requirements for service providers. In other 
words, the CPRA took the CCPA and brought it closer to the GDPR.

A number of the more advanced US state legislative proposals are 
based on the GDPR as well, like Washington State’s and New York 
State’s, both of which are likely to pass this year.

Accordingly, those companies that are already GDPR compliant 
will find it easier to comply with new and impending laws. 
Using the GDPR as a legal lodestar is an invaluable way to help 
future-proof privacy compliance efforts, and to do so with greatest 
operational efficiency.

LESSON TWO: LEGAL RESILIENCE IS A CORE COMPONENT 
OF OPERATIONAL RESILIENCE
From pandemics, to hacks, to major privacy judicial decisions, 
2020 tested operational resilience to its core; and a key lesson is 
that many shocks, while hopefully preventable, can no longer be 
considered exogenous. They are part of the cybersecurity and data 
privacy landscape, necessitating a proactive data strategy that 
coalesces legal and operational resilience.

For example, technology enabled remote working once COVID-19 
restrictions began, and contact tracing is facilitating re-entry 
to some offices; but both require dynamic and agile changes to 
privacy policies across multiple jurisdictions.

Many companies wanted to record video calls, for instance, and 
that implicates surreptitious recording laws in US states, as 
well as privacy laws in California and globally. Contact tracing 
employees could implicate special category data (i.e., health data) 
under certain privacy laws, requiring consent, which, in many 
jurisdictions, regulators look skeptically upon in the employer-
employee context.

Accordingly, those companies that already have a solid 
understanding of their data practices (especially those that kept 
records of processing activity as required under the GDPR), and 
detailed internal and external privacy policies, are more readily 

This past year, Brazil’s LGPD, which is largely based on the 
GDPR, came into force. New Zealand revised its privacy law as 
well, particularly to include mandatory data breach reporting. 
In 2021, we expect new or substantially revised privacy laws from 
South Africa, Thailand, Switzerland, India, Peru, Israel, Canada, 
and potentially Taiwan and Hong Kong.

The United States (US) has also not escaped the GDPR’s 
gravitational pull. The California Privacy Rights Act, which 
California voters passed as a ballot initiative in November 2020, 
made sweeping changes to California’s landmark privacy law, 
the California Consumer Privacy Act (CCPA), mere months after 
the CCPA went into effect and after a year’s worth of regulatory 
changes.
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Among the primary privacy challenges  
for the coming years will be to strategically 

accommodate the increasing number  
of data sovereignty laws, as well as to work 

to reverse this trend.

The year 2020 will be known for the 
massive and systemic SolarWinds hack, 

which demonstrates that  
private companies (and governments) 

must redouble efforts to engage  
in robust, timely and meaningful 

information sharing.

able to adjust and make any necessary fine-tuning to their 
policies, or to take a jurisdiction-by-jurisdiction approach 
depending on local laws.

In addition, remote working and the distraction COVID-19 
induced proved fertile ground for hackers, requiring dynamic 
changes to cybersecurity protocols as well.

Ransomware was 2020’s hack of choice, and those companies 
that thrived not only updated their technological plans and 
procedures, but ensured that attorneys were involved to 
make sure their playbooks still matched the reality of remote 
working, and the heightened scrutiny of global regulators.

In 2015, the Federal Government provided legal protection 
for information sharing that 2020 proved to be more critical 
than ever. The Cybersecurity Act of 2015 (otherwise known as 
the Cybersecurity Information Sharing Act or CISA), expressly 
provided for liability protection — including protection from 
antitrust laws — for the sharing of cyber threat indicators 
(e.g., malware) or defensive measures between or among 
companies. Participating in information sharing, including 
through a relevant Information Sharing and Analysis Center 
(ISAC), will also be increasingly important in 2021.

As FBI Director Christopher Wray urged on January 28, 2021, 
companies should build “before the storm” relationships 
with law enforcement — connections he said would make 
establishing a line of communication easier in the wake of a 
cyberattack.

”Government can’t do it alone,” he rightfully stated. “We all 
face the same dangers, and we are not going to make any 
headway if we are each off doing our own thing rather than 
working together.”

But as much as 2020 demonstrates the need to come 
together, much in 2020 threw up walls to sharing data, 
particularly across borders. Among the primary privacy 
challenges for the coming years will be to strategically 
accommodate the increasing number of data sovereignty 
laws, as well as to work to reverse this trend.

Data nationalism got a huge boost in July 2020 with the 
Court of Justice of the European Union’s Schrems II decision 
that severely undermined the ability to transfer personal 
data from the European Union to third countries like the 
United States. Many were shocked by the decision, and 
with European Privacy Regulators embrace of it, despite 
the tremendous operational impacts; but the forces of data 
nationalism were already running strong.

Not unexpected, for example, was the US Department of 
Justice’s warning on the potential for sanctions violations in 
the event of a ransom payment.

LESSON THREE: THE PRIVATE SECTOR HAS TO WORK 
TOGETHER, AS WELL AS WITH THE PUBLIC SECTOR, 
OR DIVIDED WE WILL FALL
While ransomware may have impacted many companies 
in 2020, the year will be known for the massive and systemic 
SolarWinds hack, which demonstrates that private companies 
(and governments) must redouble efforts to engage in robust, 
timely and meaningful information sharing.

Recognizing this, for example, the New York State 
Department of Financial Services (NY DFS), released an alert 
on December 18 requiring all NY DFS regulated entities to 
immediately report whether they have been affected in any 
way by the security state-sponsored hack.

This reporting requirement goes beyond the requirements 
of the NY DFS landmark Cybersecurity Requirements for 
Financial Services Companies, which generally requires 
entities to report attacks that may cause material harm to a 
material part of their normal operations.

Rather it shows NY DFS’s serious concern that the SolarWinds 
hack is “active and ongoing,” and will pose significant systemic 
risks to the financial system beyond what is currently known, 
because this adversary has also “compromised organizations 
that were not using SolarWindsOrion.” The alert emphasizes 
the importance of a public-private partnership of enhanced 
information sharing in the face of these advanced, 
state-sponsored threats.

China and Russia each have data localization laws, and this 
decision itself had its precursor in Schrems I, which invalidated 
a means of transferring personal data to the US, and which 
gave rise to the Privacy Shield, which Schrems II struck down. 
Shortly after Schrems II, the US also began to protect its data 
via the WeChat Executive Order, which restricted the use of 
the popular Chinese service, in part to prevent personal data 
transfers from the US to China.1

As with more traditional nationalism, once unleashed, data 
nationalism is hard to reverse, so companies that will thrive 
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Enforcement and privacy-related litigation 
exploded in 2020, indicating that the costs 

of noncompliance will grow at a sharply 
faster rate in the years to come than the 

costs of compliance.

will be those that meet this trend with a front-footed and agile 
data strategy. With the value of personal data increasing, 
especially for revolutionary technologies like Artificial 
Intelligence and for national security and counterintelligence 
purposes, we can expect the incentive for countries to try to 
take exclusive ownership over their data to continue.

In December, New Zealand’s revised Privacy Act 2018 went 
into effect and now requires “comparable safeguards” before 
companies may transfer data out of New Zealand, and before 
leaving office in January, the Trump Administration announced 
additional bans on Chinese-owned apps to protect the “vast 
swaths” of personally identifiable information from flowing 
to China.

That said, with the Biden Administration committed to multi-
lateral engagement, it is possible that the US and European 
countries (as well as Swiss, Israeli and other like-minded 
countries) will come to a pragmatic solution for the thousands 
of companies that require the free-flow of personal data.

of class actions in Europe, with the California Attorney 
General beginning to enforce the CCPA and with the CPRA’s 
establishment of the California Privacy Protection Agency, 
the year 2020 has proven a historic year for privacy litigation 
and enforcement.

And this is only the beginning.

Accordingly, when formulating a proactive, agile and 
comprehensive data strategy, it will be important to factor in 
the accelerating costs of noncompliance, even as the costs of 
compliance increase.

Discounting litigation or enforcement risks by the probability 
of a cybersecurity incident or an enforcement action is still 
good practice, but companies that thrive will also realize that 
the probabilities are increasing, whether as a result of remote 
working, the SolarWinds hack, more aggressive and privacy-
specific regulators, increased private rights of action and the 
growth of global privacy regulations.

Litigators, in other words, should join forces with compliance 
attorneys and the business to assess risk and devise 
pragmatic and efficient solutions.

LESSON FIVE: ATTORNEYS ARE LEADERS
Crucial to success in the coming years, and to the lessons 
above, will be to recognize the critical role of attorneys as 
leader. General Counsels need to convince executives of 
the business need to take a proactive, comprehensive and 
nuanced approach to data, despite its steeper upfront costs, 
and they need to partner more closely with their security 
department. Most important, they need to continue to lead 
teams through the inevitable personal and professional 
hardships in the year ahead, and to celebrate together in the 
successes.

Ultimately, what we learned in 2020 was that the only 
certainty was continued uncertainty, and that trend will not 
abate any time soon. Level-headed, foresighted, risk-and-
options-based and compassionate leadership will be critical 
elements to success in the years to come.

Notes
1 https://bit.ly/3kh0yAg (”This data collection threatens to allow the 
Chinese Communist Party access to Americans’ personal and proprietary 
information. In addition, the application captures the personal and 
proprietary information of Chinese nationals visiting the United States, 
thereby allowing the Chinese Communist Party a mechanism for keeping 
tabs on Chinese citizens who may be enjoying the benefits of a free society 
for the first time in their lives.”)

The 11th hour Brexit deal also included a temporary, grace 
period of four-six months to continue the free-flow of personal 
data between the EU and the UK, giving the negotiators time 
to continue work on a more permanent cross-border solution. 
But, such a decision may exacerbate cross border data flows 
to the US, unless a multilateral solution can be reached.

While remaining proactive and agile, businesses can play an 
important role to help governments come together to roll 
back this tide of data nationalism.

LESSON FOUR: THE COSTS OF NONCOMPLIANCE 
GROW AT A GREATER RATE THAN THE COSTS  
OF COMPLIANCE
Enforcement and privacy-related litigation exploded in 2020, 
indicating that the costs of noncompliance will grow at 
a sharply faster rate in the years to come than the costs of 
compliance.

With substantial fines levied by regulators such as the FTC, 
NY DFS, the Irish Data Protection Commissioner and the UK’s 
Information Commissioner, with key decisions on the Illinois 
Biometrics Information and Protection Act, with more than 
50 suits alleging violations of the CCPA, with the emergence 

This article was published on Westlaw Today on February 23, 
2021.
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