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Associates rejoice. Your days of traveling to a remote location to conduct due diligence are over…or are 
they? Increasing reliance on technology is changing the nature of due diligence and consequently, how 
we do deals. As part of a business culture that values speed and efficiency, deal lawyers have to respond 
to demands to conduct diligence in ever shorter time frames. One tool that has allowed us to do so is the 
virtual dealroom.  

Here are some practice pointers highlighting the important commercial and practical implications for a 
seller to consider in determining whether to use a virtual dealroom, a physical dealroom, or a combination 
of the two:  

Why a Dealroom?  

The advantages of using a virtual dealroom are many, particularly in cross-border and/or competitive 
auction transactions. They permit greater flexibility for the seller and the bidders since virtual dealrooms 
can accommodate multiple bidders at once all of whom may be given 24/7 access. (You can even 
conduct document review at home.)  

In an auction deal context, this can save time for the seller by allowing multiple bidders to simultaneously 
conduct due diligence on the target company or assets. Using a virtual dealroom can help speed a 
potential buyer’s review because all members of the diligence team can review documents at once, 
specialists can be brought in quickly on an as-needed basis, and indexing and searching capabilities 
(even if only available for categories of documents) permit key documents to be more easily located.  

In addition, using a virtual dealroom substantially decreases or eliminates travel time and associated 
costs during diligence that the seller would otherwise pay to set up a dealroom - particularly costly if it is 
off-site - and that bidders who are traveling to conduct diligence would have to bear. For example, bidders 
in London, Tokyo and New York can all participate in the deal process on parallel tracks providing the 
seller with the potential to increase the competitive tension.  

Also, as compared to onsite diligence, the use of a virtual dealroom may minimize disruption of the target 
business during the diligence phase of the transaction. For instance, the seller can more easily limit a 
potential buyer’s access to management or employees of the target as well as onsite visits. In addition, 
requests for additional information must be submitted to the seller rather than being made in real time.  

There are other intangible ways that using a virtual dealroom affect the deal process that create 
advantages and disadvantages for the both sides. On the plus side, it facilitates communication with the 
parties reviewing documents, e.g., through an email blast with an update on new documents posted or 
other updates to a specific category of reviewers. This is particularly helpful when a seller wants to 
respond quickly to requests for information, such as by adding documents to the dealroom.  

A drawback for both the buyer and seller is the loss of informal interactions and sidebars that often 
provide insight into the other party’s strategy. In addition, the seller loses the opportunity to observe 
potential buyers as they conduct their review. Another disadvantage of the virtual dealroom for the seller 
is that less serious bidders may participate in the early stages of a deal because they no longer have to 
pay for the upfront costs and commitment of resources just to gain access.  



 

 

Mastering the Initial Logistics  

The initial steps involved in preparing a dealroom are the same whether it is virtual or physical. For 
example, management and employees of the target business, perhaps with the assistance of counsel, will 
have to spend a significant amount of time identifying and screening relevant documents to determine 
appropriateness, confidentiality, commercial and financial sensitivity and relevant legal issues.  

In addition, the documents may need to be reviewed and redacted prior to placement in a traditional or 
virtual dealroom. Once that stage has been completed, the process for setting-up a paper dealroom is 
relatively straightforward; the documents are categorized, put in boxes and provided to the prospective 
buyers for review either on-site or off-site at the offices of one of the companies’ service providers. (In an 
ideal world, physical due diligence materials would also be carefully organized and indexed rather than 
hastily pulled from shelves and doled out without much planning or consideration as to whether they 
should even be provided.)  

If the seller is preparing a virtual dealroom, the next stage of the process calls for documents to be 
indexed, scanned and posted into an electronic database – all of which add extra time and costs to the 
due diligence process.  

Practice Tips:  

 Prepare a dealroom index that is relevant to the target business and goes beyond the categories 
provided in a standard due diligence checklist. This will allow the seller to focus their review on 
information that is meaningful to the business.  

For example, in selling a 401(k) business, don’t just create a “contracts” category -break down the 
categories to include distribution agreements, custodian agreements, third party producer agreements, 
etc. In addition, when the target business has thousands of contracts - use materiality standards to 
identify whether certain contracts should even be included in the dealroom.  

 Develop an effective triage process to collect, classify, screen and redact documents to be included in 
the dealroom. This is especially important when using a virtual dealroom, since once a document is 
posted, the bidders have immediate access. Early attention to preparation provides the seller with an 
opportunity to conduct self-diligence and more efficiently manage the rest of the transaction. 
 
When selling a target business that is in a specialized industry and/or has significant information that is 
highly sensitive for commercial reasons, a useful option is to categorize materials: “green” for the 
documents that are plain vanilla, “yellow” for documents that may have some sensitive information that 
requires redaction, “red” for documents that may only be provided to a more limited group of bidders or 
individuals in the final stage of the transaction or in a physical dealroom, and “black” for those 
documents which cannot be provided or, perhaps, only pursuant to a joint defense or other special 
arrangement. 

 Prior to launching the dealroom, work with your client to develop a comprehensive strategy that (1) 
emphasizes the importance of controlling documents and (2) considers the interplay between the 
purchase agreement and items expected to be identified in the diligence process that would increase 
or decrease the target’s value. 



 

For example, a confidential bid for a project that, if successful, would provide significant sources of 
additional revenue for the target may not be ripe for disclosure until the final bidders have been 
identified. Alternatively, a seller would be expected to provide information early in the process 
concerning environmental clean-up liabilities that are generally acknowledged, and for which a 
purchaser would likely seek indemnification.  

 Establish dealroom procedures that help streamline the process and preempt general questions about 
content and security features, i.e., whether there are times when the dealroom will not be accessible 
and whether copying or downloading is permitted. A simple one page document can be distributed to 
bidders or posted electronically in the virtual dealroom. For example, in a cross-border acquisition, the 
seller can communicate whether there are documents in languages other than English for which the 
bidder may require translators.  

 Take advantage of the ability to customize the process at all stages when using a virtual dealroom. For 
example, when a bidder requests additional information, the requested materials should be placed in 
the dealroom rather than circulated by email to the individual making the request. This allows the seller 
to limit access and control distribution of the materials, while retaining the flexibility to provide broader 
access if other bidders later make the same request.  

 Obtain a DVD of the dealroom that documents the contents at the time of closing for compliance 
purposes and in the event of future litigation.  

Pitfalls to Avoid:  

 Remember who you are talking to. An individual from the target business who assists in providing 
information and materials for the dealroom at the seller’s request may not be aware of the reason for 
the request. For example, the employees of the target business may be told that they are providing 
information for an audit.  

 Do not overlook the need to obtain any third-party consents, if needed, prior to posting sensitive 
documents in the dealroom. Work with the client to carefully analyze confidentiality provisions that 
impose limitations on sharing documents. One of the bidders could be a joint-venture partner or 
supplier for the target business. Failing to obtain consent to share that party’s information could harm 
the business relationship, or worse, result in a lawsuit, if that party is not successful in buying the 
target business.  

 Do not permit potential buyers to submit additional requests for information through the virtual 
dealroom. On a related note, do not under any circumstances provide bidders with the opportunity to 
participate in a formal written Q&A process. It will become all consuming, unwieldy and detract 
important resources from the seller and target business during the transaction. In addition, it could 
create anti-trust issues or business issues if one of the bidders is a competitor or supplier. All requests 
should be directed through the bankers or lawyers to avoid having the seller inundated with requests.  

How to Pick a Dealroom  

There is a proliferation of vendors willing to set up a virtual dealroom including the commonly used 
IntraLinks, Merrill Datasite and Bowne. In addition, some large law firms also host extranet sites that can 
be used for the same purpose. Using a third party vendor to host the virtual dealroom can be costly when 
there are a substantial number of documents involved.  



 

Most vendors charge a volume based fee with an additional cost for providing scanning services, which is 
typically $0.25 per page. For example, Bowne’s pricing structure is based on the following tiers: 0 – 5,000 
pages; 5,001 – 10,000 pages; 10,001 – 20,000 pages; 20,001 – 30,000 pages; 30,001 – 50,000 pages; 
and over 50,001 pages. The vendors generally offer 24/7 customer service, security features such as 
watermarking documents and planning calls to launch a dealroom. For a typical transaction, the vendors 
will operate the virtual dealroom for an initial 6 month period with the option to extend the period for a fee, 
e.g., $0.05 per page per month in the case of Merrill Datasite.  

The main difference among vendors seems to be with respect to the period of time required to set-up the 
virtual dealroom and their ability to work with different file formats. For example, Merrill Datasite promises 
to “load and launch” 50,000 pages within 72 hours to allow a seller to establish a dealroom in a short time 
frame with no expediting fees. In contrast, the time required for Bowne to set-up a dealroom varies 
depending on the format in which the materials are provided, e.g , electronically versus paper that has to 
be scanned and formatted. Generally, the lead team required for IntraLinks to set up a virtual dealroom is 
approximately 3 to 5 business days although expedited service is available for a fee.  

In contrast to the up-front costs, the ongoing cost of maintaining the dealroom is reduced since bankers 
or lawyers do not have to directly monitor the process and day to day review. While additional upfront 
preparation time and cost may outweigh the advantages of using a virtual dealroom for a small 
transaction, virtual dealrooms have become standard and can add value for medium or large 
transactions.  

How to Deal with Control Issues  

In deciding whether to use a physical or virtual dealroom for a deal, and/or whether to include certain 
information in a dealroom, control of the information remains a seller’s primary concern. It is essential for 
the seller to consider the nature of the business and the potential purchasers of the business.  

For example, whether the bidders are likely to be financial buyers (such as private equity firms) or 
strategic buyers who may compete with the company (including if a potential deal falls through) would be 
factors in determining which type of dealroom would be appropriate and which materials to include.  

In any transaction, documents that may be appropriate for one reviewer may not be appropriate for all. 
Therefore, the seller’s ability to adjust access to documents at different stages and for various parties is 
important. For example, certain documents may be sensitive for commercial and/or legal reasons, e.g., if 
a competitor of the business being sold is one of the bidders, there may be business and anti-trust 
concerns in allowing that bidder to review certain documents with sensitive information. 

In addition, a seller’s ability to post information about the target business may be further limited by 
concerns about confidentiality and disclosure of competitively significant information; notwithstanding that 
all potential buyers may be asked to sign a confidentiality agreement. As a result, the ability to provide 
diligence materials in a secure setting is of paramount importance.  

Technology used to protect information provided in virtual dealrooms has advanced significantly over the 
past several years. Consequently, sellers are generally comfortable including most standard information 
about the business being sold in a virtual dealroom. For example, the seller may impose restrictions on 
the ability to manipulate or copy physical documents or download, print, copy and forward electronic 
documents.  



 

In addition, virtual dealrooms, like physical dealrooms, allow the seller to restrict the number of people 
that have access by establishing a maximum number of logins and limiting an individual reviewer’s ability 
to login from multiple computers. As a result, virtual dealrooms offer sufficient security and control for the 
majority of diligence materials.  

Further, virtual dealrooms offer the benefit of being able to readily track information about parties 
reviewing documents that would be laborious to track in a physical dealroom, including (1) who reviews 
what documents, (2) when people are accessing the dealroom and (3) how much time specific bidders 
are spending logged onto the dealroom. 

There are limits, however, to the effectiveness of the technological security features utilized by virtual 
dealrooms since a determined individual can find a way to circumvent such features. (Recall the “Print 
Screen” function on all Windows based computers.) Moreover, a primary drawback of a virtual dealroom 
is the functional limitation on the ability to monitor the identity of an individual reviewing specific diligence 
materials. Passwords can be transferred easily. 

As a result, a seller that wishes to maintain tight control over sensitive materials, such as information 
subject to competitive, regulatory, confidentiality, national security or other restrictions, may not be 
comfortable including them in a virtual dealroom. In dealing with such sensitive materials, the seller may 
prefer to use a paper dealroom where individual identity can be verified face to face or, alternatively, to 
provide those materials outside of the formal diligence process. For example, special access 
arrangements, such as attorney-only viewing of sensitive material, are more effective as part of a review 
conducted in person where physical monitoring can more readily confirm the identity of the reviewer.  

In practice, the most sensitive business information is generally not appropriate for inclusion and typically 
is not provided in the dealroom, e.g., information regarding ongoing litigation. In many cases this sensitive 
information is not even shared during diligence, but is only made available as part of negotiations and 
discussions between the seller and a limited number of parties or a specific potential buyer.  

The Bottom Line  

Virtual dealrooms and physical dealrooms allow seller’s the ability to customize the flow of information, 
the applicable security levels, and individual access throughout the transaction. The risk that sensitive 
commercial information will be communicated inadvertently to potential bidders or even unrelated parties 
increases substantially when access to information is provided to a large number of people regardless of 
the type of dealroom.  

Ultimately, the same features that make the virtual dealrooms more convenient and user-friendly can 
create additional business risks and decrease one of the seller’s key strategic advantages in extracting 
value—the control of information. In establishing any dealroom, the competitive tension that can be 
created among multiple bidders reviewing documents at the same time, ease of access for bidders, and 
the additional efficiencies and speed of review, must be balanced against a seller’s need to control the 
timing and character of information released and protect information relating to the business. For most 
sellers involved in large transactions or auction deals, the factors will weigh in favor of using a virtual 
dealroom, at a minimum, during the early stages of diligence.  

 


