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Bankers Beware: "419" and Other Scams Are Alive and Well

We've all gotten those e-mails. They are replete with misspellings, archaic formalities and amusing grammatical 
errors. They emanate from developing countries halfway across the world. And they convey the plights of sons, 
widows and long-lost nieces of former government officials who met some untimely demise. Amazingly, the 
surviving relatives have stumbled across stockpiles of cash stowed away by their kin, and you just happen to be 
the only person who can help them move the funds out of their country. They are willing to pay you a handsome 
fee, if only you will let them use your bank account as a conduit. After you agree to the deal, they begin 
requesting one or more advance payments from you to "facilitate" the movement of the funds. Unfortunately, 
your payments never will suffice to make the promised windfall materialize.

These "419" letters - nicknamed for the penal code provision that outlaws them in Nigeria, where the majority of 
them originate - often seem so outlandish that it is hard to imagine someone falling for them. Yet chances are 
that more than one of your customers - with judgment clouded by the prospect of quick riches - has earnestly 
sought your opinion of this new "business opportunity."

The variety of scams that target banks and their customers is limited only by the bounds of human imagination.
A banker's alertness to the latest scams not only can help guard the institution against loss, but also may help a 
valued customer avoid becoming the latest victim. Here are a few examples that have recently surfaced in the 
banking community:

• In a variation of the "419" letter, fraudulent correspondence purports to come from the Committee on 
Financial Services of the U.S. House of Representatives. Recipients are notified they are entitled to 
large sums of money from an inheritance. However, a recipient first must pay the Committee a large fee 
through lawyers, in order to obtain a "Clean Bill of Record" as to the non-terrorist origin of the funds.

• Other letters, allegedly issued by the Office of the Comptroller of the Currency (OCC), claim that the 
OCC is holding payments owed the recipient from foreign governments or organizations. The 
correspondence urges a reply by e-mail or telephone, warning that a delay in responding might cause 



the OCC to cancel the obligations. Of course, these contact points have no relation to the OCC, and 
victims who reply will likely be asked for confidential personal information.

• Faxes to banks on fake FDIC letterhead cite the USA PATRIOT Act and include the following notice: "As 
part of our oversight duties over banks operating in the United States, it is our statutory responsibility to 
ensure that foreign banks which maintain correspondent accounts with banks in the United States are up 
to date with their Certification." Banks are asked to complete and fax back a form eliciting confidential 
information.

• E-mails supposedly from "FDIC Information Technology," "FDIC Information Security," or "Verisign, Inc." 
request recipients to run a "security guard script" in order to "secure" the recipients' websites. The 
process involves uploading a file, which would likely enable the sender to collect confidential personal 
and financial information from the recipient's computer.

• Direct mail solicitations suggest the existence of a "Community Reinvestment Act (CRA) Program" that 
entitles certain homeowners to cash grants or equity disbursements. These communications appear to 
be a deceptive effort to encourage consumers to apply for mortgage loans. The solicitations falsely imply 
that the FDIC or the Federal Reserve endorses the mortgage program being offered.

• A letter notifies an individual that he or she has won a foreign lottery or is the beneficiary of a distant 
relative's estate. However, the recipient must pay a tax or fee before this unexpected windfall can be 
released. The sender has been thoughtful enough to include a cashier's check to cover this cost, and 
the recipient is instructed to wire the necessary payment and deposit the check as reimbursement. Long 
after the wire has gone through, the cashier's check is found to be fraudulent, and the victim's bank 
reverses the provisional credit it had given for the check.

• In another twist of the previous example, a purchaser sends a cashier's check to an individual selling 
items via the Internet or newspaper classifieds. The cashier's check exceeds the purchase price, and 
the seller is asked to wire the excess back. The purchaser is long gone by the time the cashier's check 
fails to clear. In response to scams involving fake cashier's checks, regulators have encouraged banks 
to explain thoroughly to customers the provisional nature of credit given for deposited cashier's checks, 
and to review their own internal procedures to ensure they adequately address risks posed to their 
institutions by fraudulent cashier's checks.

Scams like these usually are not difficult to distinguish from legitimate communications. Promises of riches that 
sound too good to be true generally are. Excessive use of technical and legal terminology, inordinate name 
dropping, undue expressions of urgency, and poor image quality are other earmarks of a fraud. A banker is 
encouraged to notify regulators upon suspecting or discovering that a scam is targeting the bank or its 
customers.

Related to these incidents are schemes by which wrongdoers impersonate banks in order to swindle bank 
customers. Measures banks should take to prevent pharming (redirection of a bank's website traffic to a phony 
site) and phishing (fraudulent e-mails using a bank's name and logo that elicit a customer's personal information) 
warrant a separate detailed discussion in a future issue of Bank Regulatory Perspectives.


