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Privacy and the CFPB

     
The following is a brief overview of some privacy issues that you may encounter in dealing with 

the CFPB.  For a more robust analysis of privacy issues, feel free to contact my law partner, Annette 
Tripp, at annette.tripp@sutherland.com. 
 

The Gramm Leach Bliley Act is one of the previously existing federal laws that the CFPB has 
jurisdiction to enforce.  The CFPB examination guide reveals that CFPB examinations will primarily focus 
on: (1) whether companies subject to CFPB examinations properly inform customers about the 
circumstances under which the companies provide private information about the customer to other 
companies; and (2) whether the companies subject to CFPB examinations properly notify customers 
about actual or potential  data breaches. 
 

In connection with the first area of focus stated above, the CFPB may inquire (during supervisory 
examinations) whether companies that share private customer information with other companies know 
what the other companies are doing with the private information.  For example, if the company purchasing 
the information  is not within the CFPB's supervisory jurisdiction (like an insurance company), but uses 
the information about the consumers to market to consumers in a manner that the CFPB considers to be 
unfair or deceptive, will the CFPB try to exercise jurisdiction over the purchasing company?  Or will the 
CFPB commence an investigation or an enforcement action against the company within its supervisory 
jurisdiction even though the company did not break any laws that the CFPB enforces?  Our point here is 
to be careful if you sell or otherwise provide private customer information to others.  Make sure that your 
contract with the other party has all of the bells and whistles that will protect you if the information you sell 
is used in an unlawful manner. 
                                                

In connection with the second area of focus, we know that hackers are extremely sophisticated 
and have the ability to gain unauthorized access to information maintained by the government and 
companies.  Social networking websites require users to change their passwords when the websites  
experience data breaches.  But simply changing an online password does not protect a consumer's 
privacy when a third party gains access to a consumer's social security number or similar information that 
a person cannot easily change.  So how do you un-ring the bell when a hacker gains access to your 
customer's private information, like a social security number?  My understanding is that once the 
information is out in the public sphere, you are at a point in which you are simply trying to control the 
dissemination of the information.  Because you will not likely be able to un-ring the bell, it is prudent for 
companies subject to CFPB examinations to show the CFPB that the company had a robust system in 
place to deter hackers at the time of the data breach.  Companies subject to the CFPB's supervisory 
jurisdiction should also show the CFPB that they have procedures in place to deal with the aftermath of a 
serious data breach.    As I learned from a very good privacy roundtable earlier this week, companies can 
achieve this goal by: (1) finding out the cause of a data breach, (2) identifying the precise information that 
has been compromised and (3) possibly discovering the identity of the hacker.  In order to achieve the 
forgoing objectives, it is important for the company to have a good team comprised of competent internal 
IT personnel that will work with a good external forensic team.  The internal IT personnel should know, for 
example, that they should not turn off the company's servers until the external forensic team has a 
chance to copy all of the information on the servers after the data breach.  The external forensic team will 
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take the copied information to try to find out the cause of the breach, the identity of the compromised 
information and the identity of the hacker.  Your conversation with the CFPB during your examination will 
be much easier if you have these procedures in place and you follow them after a data breach occurs.   
 
Do not forget to review the latest information on our website, http://www.cfpaguide.com/weeklyupdates/.  
Or you can follow me on Twitter @cfpbattorney.   
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